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Introducing Mozilla Observatory
observatory.mozilla.org



The beginning...
new Drupal 9 site, 
new environment



image

Basic Configuration Applied
drupalsecurity.co.uk

● Added Google Analytics & Google 

Tag Manager

● Started a simulated session for all 

users



Example Umami Drupal 9 Site Launched on AWS
Current Status: Not great...



Let’s get 
tweaking...



Adding SSL
Current Status: Not great, not terrible...



Forced SSL
Forcing all users onto SSL means less risk and less confusion. 



Improving Drupal...
Security Kit Module



Introducing Security Kit (seckit) module
drupal.org/project/seckit



Let's get configuring...
Security Kit Module



Enabling HSTS



Enabling X-XSS-PROTECTION



Configuring CSP Header

● Trickiest to configure! By enabling CSP it places restrictions on 

potential content editing so may require maintenance.

● Drupal Core has elements that require 'unsafe-inline' which impacts 

the score; CKEditor is breaks when enabled:

https://www.drupal.org/project/drupal/issues/2789139 

● This is about balance between optimum security and functionality

Here be dragons...

https://www.drupal.org/project/drupal/issues/2789139


Configuring CSP Header
● Requires evaluation for what sources your application loads from.

● Define these expected sources in the header.

https://addons.mozilla.org/en-US/firefox/addon/laboratory-by-mozilla/  

helps greatly in this area.

https://addons.mozilla.org/en-US/firefox/addon/laboratory-by-mozilla/


Enabling CSP Header



Security Kit module: Enable CSP - Reporting
● Browsers will send data to a URL to report breaches of the CSP, 

enabling breaches to be monitored. 

● By default this is Drupal's error log. External services exist which can 

consume these reports.



Final
Thoughts



Important Considerations

● Don’t forget about outdated software versions, SQL injection 

vulnerabilities, weak password policies and such

● Implementing these recommendations is not a replacement for 

writing code with security in mind or running regular security based 

tests. Eg. OWASP ZAP/Nessus/Manual penetration testing

● The Security Kit module is not the only way to implement these 

recommendations, but it is generally the easiest

● Headers could be added at the CDN level, or Nginx/Apache level 

where less logic is required

This is just one aspect of security testing! 



Closing thoughts

● Some recommendations require training and awareness from 

content editors/business

● Balance is needed between functionality and scoring

● Lots of resources out there:

https://developers.google.com/web/fundamentals/security 

https://infosec.mozilla.org/guidelines/web_security.html 

https://owasp.org/www-project-secure-headers/ 

● Mozilla Observatory is Open Source:

https://github.com/mozilla/http-observatory 

https://developers.google.com/web/fundamentals/security
https://infosec.mozilla.org/guidelines/web_security.html
https://owasp.org/www-project-secure-headers/
https://github.com/mozilla/http-observatory


Thank you


